


Microsoft

Tim Symonds
loT Technical Specialist



-
Top Industrial IoT Platform

IDC MarketScape Analysis - Energy and Manufacturing

1DC MarketScape Worldwide lloT Platform in EnergyJ

1I0C MarketScape Worldwide HioT Platforms in Manufacturing
[

Vendor Assessment

v ' .
! I ' cadet
: : ! Microsoft i
I [ ' X '
] ! " , !
' ' p e SAP ‘ p I
I ! ! PTC p : - | .'w
! [ Stinidis . ' 18 g ‘ Siemens p !
! )
[ I 3 ‘\ p " : - L
I ] W sy o -gm, w6 & ' ‘ e ‘
" . W Oracle : :
I i GE Dwital ' ¢I
" l\ i ! 1 GE Dt
! \ : |\
¢ Aizon ol : . i
! ~ ---- e i on 9 s
! "‘ ————— . | ARczon

\ Htach ! .

' Hitaehi

\

: | AVEVA

\ ® AVEVA ‘0
Strategies Strategies

Announcement Blog and Report



https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcloudblogs.microsoft.com%2Findustry-blog%2Fmanufacturing%2F2019%2F07%2F10%2Fidc-marketscape-microsoft-a-leader-in-iiot-platforms-for-manufacturing-and-energy%2F&data=02%7C01%7CMatt.Sinclair%40microsoft.com%7C9c321037e2c84426af8908d707266ea9%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C636985734098319726&sdata=6heLGQ9%2FOdZ%2FT5NvLHXbqqyhkrctpnVSw2ATmwvuDsM%3D&reserved=0

Security &
Management

0 Security Center

"

A

el
o)

=)
e

Azure Active
Directory

Azure AD
B2C

Multi-Factor
Authentication

Automation

Scheduler

Key Vault

Store/
Marketplace

VM Image Gallery
& VM Depot

TEBECRLE= OO

Compute

@ Virtual Machines

Platform Services

Media & CDN

/\ Media h Media
® Services ® Analytics

Application Platform
Content
Delivery Web EI Mobile
Network Apps _ Apps

API @ Cloud

Apps Services
@ BizTalk

Services Q Service = Notification

Fabric Hubs

<’> Functions

Integration

API
Management
A Logic E Service lé.' Event
Apps I Bus g GCrid

. Developer Services
Compute Services veloper :

Kubernetes _ .
PIEE Visual Studio Mobile
VM VS Code Engagement
Container Scale Sets L
0 Xamarin
@ RemoteApp

Instances

‘u]]h (]
— ﬁu DevOps &
r\m Ron. zimer
o egistry
<

Pipelines

Blob Files Disk Tables Queues

SQL
Database
Edge

D,

SQL

SQL Server
Stretch
Database

Cognitive
Services

O mum

AN
v

Bot Service

HDInsight

Analysis
Services

TR

= Data
= Catalog

H.!]

Database &
Managed Instance

Data eﬁ MysQL
ég%" PostreSQL

\EIEID]

< Database

+CosmosDB Migration
Service

=3 Redis Table
¥ BEE Storage
Machine
A Learning
Service

Intelligence

6 Azure Cognitive Search

Analytics & loT E pata
Factory
=N Stream
=& Analytics
\)<> @ Synapse
Analytics
DataBricks m E%\At/)ird%‘ed

C Device
-1 loT —n PO Digital
, Provisioning e
Ei o1 5 @ Central \ / Service | .&Twms

@ Application o,, HockevA . -

Dev/Test Lab E‘ faich - lnSIthS N— YRR loT Edge ==. Event -_ -Sﬁen:':S Data Lake

ev/Test La =1 amma Hubs \ 4 Insights 1 Store
Infrastructure Services
om Doz lake  Storage Data Networking
1 Store Share
. 2 Virtual Load 73 Express Traffic
Containers @ QD Network @ Balancer @ DNS A ROFl).Ite Manager

Datacenter Infrastructure (58 Regions)

Hybrid
Cloud

Azure AD
Health Monitoring

AD Privileged
Identity
Management

@
@ Domain Services
% Backu

’

m Operational

H Analytics
ﬁ Import/Export
é Azure Site

©

Recovery

StorSimple

Azure Stack &
Stack Edge

@ 1 Azure ARC

0.0

VPN App
o2 Gateway Gateway


https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwiy6vj9mtDNAhVB4mMKHUztCUcQjRwIBw&url=https://developer.microsoft.com/en-us/app-middleware-partners&psig=AFQjCNFdctU6OJlviMmzVX3AK3wCAgJKIw&ust=1467391908422760
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwijrpzbm9DNAhVU52MKHRcjAxMQjRwIBw&url=https://azure.microsoft.com/en-gb/services/power-bi-embedded/&psig=AFQjCNGAz6ASOEuOFwrvcGbgivFPur_t7w&ust=1467392103935851

Azure loT End-to-End Platform

RTOS, Linux, Windows, Android, iOS

>

...I N
N

@ [ )
@V
Device Provisioning
Service

!

Edge Modules:
& * Protocol Adaptation
¢ ]

» Functions
Azure + Stream Analytics

loT Edge * Machine Learning
o Al

T O =

Secured Secured Cloud
MCU (O Security

Azure Sphere

Devices

THINGS INSIGHTS ACTIONS

Bi-directional
device-cloud

Telemetry
ingestion

Command &
Control

Device
Registry &
Identity

Device
Provisioning

Device Mgmt

HTTP, AMQP,
MQTT

N

Azure
loT Hub

* Spatial

intelligence graph

o

o

o

People, Space,
Device Twins

Loadable Twin
Object Models

User Defined
Functions

Blob storage

Nested tenancy

* Role-based
access & control

* AuthN/AuthZ via
AAD

* Notifications &
egress routing

L

Azure

Digital Twins

Cold Analytics

Find insights
over historical data

L AzureML

; ) Azure Data Lake
- Store

Hot Analytics "’3 Azure Stream
Real-time @A Analytics —
monitoring HDInsight Spark

& Storm
Warm Analytics

Time series data
storage & analytics

_~_l\ Azure Time -
\/

Series Insights

Business Logic

Logic Apps
Code and Azure Functions >
integration Kubernetes

Manage

View and manage solutions

& P

Power BI Azure Search
Maps
O ™ E
s é’
Mixed Web Mobile
Reality Apps Apps

Business Integration
Connect to Business Processes

Dynamics 365 Office 365

(A&} oA

Logic Apps Flow



loT Capability loT Hub standard tier loT Hub basic tier Event Hubs =. Microsoft

Device-to-cloud messaging v v v
Protocols: HTTPS, AMQP, AMQP over webSockets v v v
Protocols: MQTT, MQTT over webSockets v v
Per-device identity v v o Command and COntrO|
File upload from devices v v ¢ SeCU r|ty Ce ntre
- HA/DR
Device Provisioning Service v v o Message enrichment
Cloud-to-device messaging v ¢ Cel‘tiﬁcate management
* DPS
Device twin and device management v . Quel‘y DeViceS
Device streams (preview) v ® DeVice TWinS
 Digital Twins
loT Edge v

 |oT Edge



Azure loT Edge deployment
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loT Updates

General 'y

Vnet Support (loT Hub)
AZ220 - loT Dev Cert
Digital Twins —v2

B Microsoft

Azure loT Central @

loT Central Industry Vertical
loT Central Azure Maps GA
loT Central Australia GA
Pricing updates

Azure loT Hub .?’»T‘

Azure loT Edge %

Azure Stack Edge GA
Offline Access GA
Blob Storage
Rugged Edge

loT Hub HA GA

loT Hub Message Enrichment

loT Hub ADLS Gen 2

loT Hub Security Centre

loT Hub to Azure Data Explorer

loT Hub to Event Grid

loT Firmware Updates

loT Hub, Edge and SDKs enables TLS 1.2



Tools of the trade

Raspberry Pi simulator

,!i;, Raspberry Pi Azure loT Online Simulator
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Configuration Management Data Messages To Device Call Method on Device

Connection Information
loT Hub Connection String:

HostName=iothub-7etpy.azure-
devices.netSharedAccessKeyMName=iothubowner.SharedAccessKey=EibwgWh3geYaOXbJgz1bHFx

Protocol Gateway HostName:

Update

Shared Access Signature

Key Name jgthubowner
KeyValue EibwgWh3geYa0Xb.Jgz1bHFxi68n+6fp7aSILCWed2PA=
Target |jothub-7etpy.azure-devices.net

TTL (Days) 365 = Generate SAS

https://github.com/Azure/azure-iot-sdk-csharp/releases/download/2019-9-11/SetupDeviceExplorer.msi

https://azure-samples.github.io/raspberry-pi-web-simulator/
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